Security Policy Questions


When creating a security policy, you should answer the following questions.  
	
	Security Policy Questions
	Answer

	1. 
	How often is the policy updated and how often should it be updated?
	

	2. 
	When did it go into effect and when was the policy last update?
	

	3. 
	How do you maintain control over the creation, maintenance and versions of the policy?
	

	4. 
	What areas are included in the security policy?
	

	5. 
	What areas are not covered by the policy?
	

	6. 
	How does the policy relate to the current business objectives and / or mission?
	

	7. 
	What are the consequences for non-compliance of the security policy?
	

	8. 
	What exceptions to the policy are allowed and who approves them?
	

	9. 
	What are the limitations of the policy and to whom do they apply?
	

	10. 
	How are the policy and updates to the policy communicated to the organization?  
	

	11. 
	What are your security education requirements?
	

	12. 
	What is your senior management’s involvement with the support of the security policy?
	

	13. 
	What is the overall objectives and scope of your security policy?
	

	14. 
	What legislative and contractual compliance requirements do you have to include in your security policy?
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