Your Business Secure

Back to Network Basics:
Prepare before the disaster occurs

Submitted by: Marcia Mealy
Date:  September 5, 2005



Table of Contents

YN 1] 1 v o1 PR PUPUPRPPPPPRPPPRPRRt
INETOAUCTION ... ..uiiiiiiiiie ettt eeee et e e e e eeeebreeeeeeeeeeeseatbaraeeseeeeesessssreeeeeeeeennnns
ACtION Plan fOr BUSINESSES ....vvviiiiiiiieiiieeiieec ettt ettt eee et e e e e e e e essaaaareeeeeeeseennnes
COMIMUINICATION .. vvvveeeeeeeeeeeiirreeeeeeeeeeeiirreeeeeeeeeeesetaraeeeseeeeesaisssssereseesemsessssreseseseesssssrsrseeeseesennnnes
Creating a Disaster ReCOVETY Plan ..........ccoooiiiiiiiiiiiiiiceeeeeee et
Securing Data and ULITIES .......eeeiuiiiiiiieiiiieeiieeet ettt sttt e s s
PrOtECtING YOUT ASSELS ..eeeiviieeiiieeiiieeitieeetteeeteeesiteeeseteeestteeesseessseeessseeessseeessseeensseesssseesssneensees
CONCIUSION ....iiiiiiieee ettt ee ettt e e e e e ee e tbraeeeeeeeeeeetarrareeeeeesesaestrsseeeaeeeeesaisssssseeeeeeeennines
R0} 4 05 1= OO RT

©Your Business Secure Page 1 9/5/2005



Abstract

Symantec’s Internet Security Threat Report shows that attacks are rising. Making sure
that your networks are guarded against the above “Perceived Threats”, and other
threats, such as crackers and Cyberattacks, can help ward off un-natural disasters such
as lawsuits, loss of integrity, loss of revenue, loss of market share and information thief.

Prepare before the disaster occurs, which should include a disaster recovery plan that is
customized to include your unique situation. This paper is directed more so to small
businesses. Many businesses today depend on their network and the Internet to
conduct business. Therefore, it is very important that Network Professionals keep the
system up during a disaster. If you have not done so before, create a disaster recovery
plan.

Back up your critical information, using the Grandfather/ Father/ Son method, which
consist of one daily backup (Son), one weekly backup (Father) and one monthly backup
(Grandfather). Electricity is absolutely essential to your office network. Without it,
(electricity and / or your network), your company may be permanently out of business.
Protect your networks systems investments, by making, sure that you carry disaster
insurance to cover your losses. You should also carry business interruption and service
interruption insurance, for instances when your system is down for a long period of time.
A good business interruption policy would include contingent business interruption,
extra expense coverage, and service interruption coverage. Furthermore, make sure
that the policy covers blackouts and cyberterrorism attacks.

Introduction

In response to a possible threat of terrorism, the US Naval War College and Gartner,
Inc of Stamford, Connecticut, conducted an exercise “War Game” in July of 2002, to
determine if a cyber-terrorist attack could successfully bring down the Internet. They
concluded that a successful “Cyberattack” could occur, but it was unlikely, due to the
expense ($200 million) and the length of time to organize the attack (5 years) and the
fact that it would have to be sponsored in a hostile country. Moreover, it would take a
core team of 20 individuals, who would have to recruit and orchestrate the entire
operation that would devastate the four critical infrastructures, telecommunications, the
Internet, electrical facilities and financial services.

In addition, Information Technology professionals at manufacturing, service, technology
and other industries responded to a survey in which 55% believed that there would be a
major cyber attack against the four critical infrastructures within the near future.

Symantec’s Internet Security Threat Report for 2002 shows that attacks on Power and
Energy companies are rising. Moreover, moderate and high severity threats are
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becoming the most prevalent of the new vulnerabilities. Furthermore, the report makes
the following disturbing statements on Security trends:

Cyber Attack Trends !

e Eighty-five percent of all attacks reported during the past six months were classified as pre-attack
reconnaissance, while the remaining 15 percent were classified as various forms of exploitation
attempts.

e Companies averaged 30 attacks per company per week over the past six months, as compared
to 32 attacks per company per week during the prior six-month period.

e Power and Energy companies show the highest rate of both attack activity and severe event
incidence. In addition, the Financial Services sector experienced an elevation in overall attack
volume and severe event incidence.

e As acountry’s Internet usage grows, the potential for compromise grows; this is illustrated by the
rise in incidents from countries like South Korea, where incident reports grew 62 percent over the
previous six-month period.

Vulnerabilities Trends

¢ Moderate and high severity threats drove the growth of new vulnerabilities.

e The relative ease with which attackers are able to exploit new vulnerabilities remained unchanged
over the past year. Approximately 60 percent of all new vulnerabilities could be easily exploited
either because the vulnerability did not require the use of exploit code or because the required
exploit code was widely available. However, of the subset of vulnerabilities that required the use
of exploit code, only 23.7 percent actually had exploit code available in 2002, as compared with
30 percent in 2001.

Malicious Code Trends

¢ Blended threats, continued to constitute the most frequently reported threat. Blended threats
combine the characteristics of viruses, worms, Trojan horses, and malicious code with server and
Internet vulnerabilities to initiate, transmit, and spread an attack.

e Eighty percent of all malicious code submissions were caused by only three blended threats:
Klez, Opaserv, and Bugbear. Further, 78 percent of all cyber attack activity detected by Symantec
was related to both old and recent blended threats.

With the emergence of new more malicious and vulnerable tendencies, there is an
increased probability that more business networks will be affected in the near future.
However, per a survey of 877 IT managers conducted by Dynamic Markets Ltd in 2003,
Cyberterrorism (terrorism) did not rank high on their list of common threats. The
following graph shows results of how the IT managers ranked perceived threats on the
survey. Software failure and viruses ranked at least twice as high as Cyberterrorism.
Businesses do not seem to connect the link between securing their entire Information
system for more than viruses as a means to fight Cyberterrorism.

! Symantec Internet Security Threat Report Sees Sharp Increase in Reported Vulnerabilities but Drop in Overall Attack. (Symantec
Corp. 2003)
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Making sure that your networks are guarded against the above “Perceived Threats”,
and other threats, such as crackers and Cyberattacks, can help ward off un-natural
disasters such as lawsuits, loss of integrity, loss of revenue, loss of market share and
information thief.

Action Plan for Businesses

In order to avoid a major impact from common threats to your business, you need to go
back to basics: Preparation.

Prepare before the disaster occurs, which should include a disaster recovery plan that is
customized to include your unique situation. This paper is directed more so to small
businesses. However, mediums and large businesses can use this paper as a basis for
their recovery plan. Moreover, due to the length of this paper, it will only cover some of
the basic essentials that should be a part of any disaster plan, which are
communication, creation of a disaster recovery plan, securing data and utilities, and
protecting your assets.

Communication

One of the most essential items, during any disaster, is making sure that you can
communicate with the outside world. Many businesses today depend on their network
and the Internet to conduct business. Therefore, it is very important that Network
Professionals keep the system up during a disaster. If you have not done so before,
create a disaster recovery plan.
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Creating a Disaster Recovery Plan

After the September 11™ event, many small businesses in Downtown New York found
themselves without telephone and network service, due to Verizon Communication,
Inc.’s network being down. Other businesses were un-able to physically access their
offices, due to the emergency situation. Part of the disaster recovery plan, should
included a hardcopy manual or a online document that is not on your network, that
contains a listing of your network equipment suppliers or service representatives, along
with a contact name, phone number and a description of the type of service that they
will supply to you.

Securing Data and Utilities

If your data is very critical to your business, not only do you need to protect it from
hackers, crackers, viruses, etc, you need to back it up and store it off-site. You should
keep at least two backup copies of data on disk, even if you have a backup to the
server, in the event that your servers are damaged or erased. Take one of the copies
home and bring the other copy to work each day, so that you can restore data from the
day before. If both of the tapes are kept on site, you risk the loss of all of your data, in
case of an emergency in which you cannot access your office, such as fire or flood.
Some businesses use the Grandfather/ Father/ Son method, which consist of one daily
backup (Son), one weekly backup (Father) and one monthly backup (Grandfather). As,
| mentioned before, all backups should be kept offsite, especially if you have to setup
your office in a temporary location. If you cannot afford to lose your data then back it up
and store it appropriately.

Electricity is absolutely essential to your office network. Without it, (electricity and / or
your network), your company may be permanently out of business. Therefore, to make
sure that you will have electricity, buy a generator and test it to make sure that it runs.?
Several companies have run into problems during emergencies because they did not
test their equipment and it failed. Also, make sure that you buy a generator that is large
enough to handle your needs. You should try to determine the minimum number of
systems (lights, computers, servers, air conditioners, etc.) that you will need to run
during an emergency and purchase a generator to handle it. Furthermore, make sure
that you have enough gasoline, to last for at least a week. Remember that the Gasoline
Stations have to use electricity to pump the gasoline. During the “War Game”, the
participants found out that most companies only carried about 72 hours of fuel for their
backup generators. Make sure that your electricity will be there when a disaster strikes.

Protecting Your Assets

Protect your networks systems investments, by making, sure that you carry disaster
insurance to cover your losses. During the blackout several small groceries and

% J. Peter Lark,. “Michigan Public Service Commission: Report on August 14" [2003] Blackout.” Michigan Public
Service Commission. November 2003: 101-103.
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restaurants loss all of their perishables and were not able to recoup the costs. You
should also carry business interruption and service interruption insurance, for instances
when your system is down for a long period of time. Check your policy because service
interruption insurance was drop from most policies several years ago. A good business
interruption policy would include contingent business interruption, extra expense
coverage, and service interruption coverage. Furthermore, make sure that the policy
covers blackouts and cyberterrorism attacks. Check with your local chambers of
Commerce for possible insurers or contact your current insurance agent for coverage
information.

In a severe disaster (fire or a natural disaster, etc.), in which one or all of your
employer’s business or offices may be closed, you need to communicate with your
department’s management or another area of the company to determine what is the
contingency plan if the office is down for an extended period of time. For example, if
there are alternate work locations, are they up-to-date with the same PC, workstations,
server equipment, version of software, etc. or will it have just minimal equipment and
software needed to access records, etc. A disaster recovery test should be conducted
at least once a year to assess how long it will take to get the alternate work location
systems up and running. Furthermore, the assessment should include testing of the
applications to make sure that they can be used as replacement systems. You do not
want to find out when a disaster occurs that all of your data is in a version or format that
cannot be assessed or read by your backup systems. This part may be easier for a
medium or large business that man be stretched across greater distances, since the
likely hood of all of the networks going down is slim.

Conclusion

In this day and age of increasing threats to networks, Information Technology, Security
and Network professionals must diligently strive to stop or lessen the impact to their
networks, information and physical structures. Knowing that you have a disaster
recovery plan should help to elevate some of the panic and uncertainty that a disaster
can cause.
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