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A security audit is a very important first step to make your systems more secure.  You need to know with what you are dealing, before you can determine what to protect and how it should be protected.   Try to identify assets that need to be protected such as hardware, software, data, documentation, and people.  Next, try to determine why they need to be protected.  For example, is the asset associated with account information, personal information, private information, administrative procedures, or legal compliance such as Sarbanes Oxley, HIPAA, etc.  After, your assets are identified, then categorize the information based on sensitivity, such as public (website data), internal (internal memos, marketing data, etc.), confidential (payroll and health information), secret (product designs trade secrets or formulas).  In addition, you should identify services that are essential, such as remote access, email, Instant Messaging, VOIP and VPN.  Now, comes the hard part, trying to predict threats like spy-ware, spoofing, tampering, repudiation, information disclosure, denial of service, and misuse of privilege.   
You have to guess-a-mate, the exposure for each asset and service by calculating it against each threat.  Some possible exposures are hackers, viruses, worms, bots, malicious use, rivals, disgruntled ex- and current employees, thieves, social engineering, accidents and disasters such as fires, floods, accidental data deletions, hardware failures and computer crashes.  Use the following formula: probability of sometime happening x the possible impact = the possible exposure.  After your list is generated, order them by security priority.

These simple worksheets below are a starting point of things that you should consider in an audit.  Some of the sections like the “Security Audit” may need to use tools to probe your system.  If you are not comfortable with probing your system, contact a specialist.  
Audit Worksheet
Audit Area – The item that needs to be audited.
Possible Areas – The areas that need to be audited.
Policy – Is the item covered in a security policy?
Compliant – Is the item compliant?
Comments – General Comments about the item.
	Audit Area
	Possible Areas
	Policy
	Compliant
	Comments

	Network and Systems

	PCs
	Password protection?
	
	
	

	
	How many Users?
	
	
	

	
	How many PCs?
	
	
	

	
	Who has access?
	
	
	

	Laptops
	Password protection?
	
	
	

	
	How many Users?
	
	
	

	
	How many PCs?
	
	
	

	
	Who has access?  Employees, their families?
	
	
	

	Printers
	Password protection?
	
	
	

	
	How many Users?
	
	
	

	
	How many PCs?
	
	
	

	
	Who has access?
	
	
	

	Servers
	Password protection
	
	
	

	
	How many Users?
	
	
	

	
	How many PCs?
	
	
	

	
	Who has access?
	
	
	

	Internet connection
	Who has access?
	
	
	

	
	Are there protections?
	
	
	

	Security Audit

	Virus protection
	What is protected?
	
	
	

	Anti-spam
	What is protected?
	
	
	

	Firewall
	What is protected?
	
	
	

	Software
	What type of Software?
	
	
	

	
	Is it licensed? 
	
	
	

	
	How many licenses and how many users?
	
	
	

	Patches
	Is the software up-to-date?
	
	
	

	Passwords
	Are they visible?
	
	
	

	
	Are they shared?
	
	
	

	
	Are they used?
	
	
	

	
	Are they changed?
	
	
	

	Physical security
	Log of the asset serial numbers
	
	
	

	
	Confidential Documents?
	
	
	

	
	The entrances and exits?
	
	
	

	Web browsing
	Use Policy?
	
	
	

	
	Security Measures?
	
	
	

	Backups
	How regular?
	
	
	

	
	Where are they stored?
	
	
	

	Data
	What type?
	
	
	

	
	Who has access?
	
	
	

	
	How is it stored?
	
	
	

	
	How is it disposed of?
	
	
	

	
	Who has access?
	
	
	

	Disposal
	How are assets disposed of?
	
	
	

	Vendors or Third Parties

	Web Hosts
	How are they secured?
	
	
	

	
	Who has access to your data?
	
	
	

	Third parties
	How are they secured?
	
	
	

	
	Who has access to your data?
	
	
	


Ranking
Use the following chart to record the Assets and the related ranking.

	Risk x Priority
	
	High Priority
	Medium Priority
	Low Priority

	
	
	3
	2
	1

	High Risk


	3
	6
	5
	4

	Medium Risk
	2
	5
	4
	3

	Low Risk
	1
	4
	3
	2

	No Risk
	0
	3
	2
	1


Protection
Use the following chart to record the Assets and the related ranking.

	Asset
	Risk
	Ranking
	Countermeasure

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Our Specialists at "Your Business Secure" (www.ybsecure.com)  can assist you with any phase of your audit compliance.  We can create templates or work with your staff.  It's your choice.   Already finished? We can review your audit for you and give you some suggestions.
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