COMMUNICATIONS AND OPERATIONS MANAGEMENT Audit Questions


	
	Questions
	Answers

	1. 
	How are you establishing management and operation’s responsibilities, and procedures for all information processing facilities?
	

	2. 
	How are you implementing the ‘Segregation of duties’, where appropriate, to reduce the risk of negligent or deliberate system misuse?
	

	3. 
	How are you documenting and maintaining your operating procedures identified by the security policy?
	

	4. 
	How do you convey the instructions for the detailed execution of each operation’s job, such as the processing and handling of information or the scheduling requirements?
	

	5. 
	How are you handing system housekeeping activities associated with information processing and communication facilities, such as computer startup and close-down procedures, back-up, equipment maintenance, computer room and mail handling management and safety?
	

	6. 
	How are you controlling changes to information processing facilities and systems?
	

	7. 
	How are you enforcing the change control for operational programs, environment and application changes?
	

	8. 
	What incident management responsibilities and procedures have been established to cover security incidents, such as information system failure, loss of service and denial of services?
	

	9. 
	What other areas or steps do the contingency plan’s procedures cover besides restoring systems or services as quickly as possible?
	

	10. 
	After an incident, what evidence is collected for use in civil or criminal proceedings, in relation to a potential breach of contract, breach of regulatory or negotiating for compensation from software and service suppliers?
	

	11. 
	How are you controlling the recovery actions from security breaches and system failures?
	

	12. 
	What steps have you taken to avoid collusion or conspiracy in order to deter fraud?
	

	13. 
	In what ways have your development, test and operational facilities been segregated to avoid fraudulent acts?
	

	14. 
	How do you transfer software from development is to operational status?
	

	15. 
	How are you providing a known and stable testing environment that prevents inappropriate developer access?
	

	16. 
	How do you separate your development and operational environments?
	

	17. 
	What areas are addressed in your external facilities management policy, for applications, processes etc. that are out-sourced?
	

	18. 
	How are you addressing the future need for the availability of adequate capacity and resources for new and existing systems to reduce the risk of system overload?
	

	19. 
	How are you ensuring that the system requirements and criteria for acceptance of new systems are clearly defined, documented and tested?
	

	20. 
	What precautions are in place to prevent and detect the introduction of malicious software, such as computer viruses, network worms, Trojan horses and logic bombs?
	

	21. 
	How do you detect and handle hoaxes?
	

	22. 
	What are you established routine back-up procedures?
	

	23. 
	How do you manage the operational staff’s activities?
	

	24. 
	What controls have you implemented for the security of data in networks, and the protection of connected services from unauthorized access?
	

	25. 
	What operating procedures have you established to protect documents, computer media such as tapes, disks and cassettes, input/output data, and system documentation from damage, theft and unauthorized access?
	

	26. 
	What methods are you using for disposing of media (sensitive or otherwise), which is no longer required?
	

	27. 
	What procedures have you established for the handling and storage of information (which can include but are not limited to documents, computing systems, networks, mobile computing, mobile communications, mail, voice mail, voice communications in general, multimedia, postal services/facilities, use of fax machines and any other sensitive items, such as blank checks or invoices) in order to protect the information from unauthorized disclosure or misuse?
	

	28. 
	What controls do you have in place to protect system documentation from unauthorized access?
	

	29. 
	What procedures do you have in place for the exchange of information and software between organizations?
	

	30. 
	What controls are you applying to safeguard computer media, which being transported between sites from unauthorized access, misuse or corruption during physical transport via the postal service or via courier?
	

	31. 
	How are you protecting your electronic commerce, such as electronic data interchange (EDI), electronic mail and on line transactions, from network threats which may result in fraudulent activity, contract dispute and disclosure or modification of information?
	

	32. 
	How are you handling your electronic commerce arrangements between your trading partners?
	

	33. 
	How are you sure that your electronic commerce host is resilient to attack and the security implications of any network interconnection required for its implementation?
	

	34. 
	How are you reducing security risks created by your electronic mail system?
	

	35. 
	What is your policy on the use of electronic mail?
	

	36. 
	What are controlling the business and 

security risks associated with electronic office systems, which provide opportunities for faster

dissemination and sharing of business information using a combination of documents,

computers, mobile computing, mobile communications, mail, voice mail, voice communications in general, multimedia, postal services/facilities and fax machines?
	

	37. 
	What is your procedure for publishing information to the web?
	

	38. 
	How are you ensuring the integrity of software, data and other information which is made available on a publicly available system (outside the firewall)?
	

	39. 
	How are you protecting the exchange of information through the use of voice, facsimile and video communications facilities?
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